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Addressing	Delivery	and	Returns	Fraud	to	Protect	Profits

Accertify

The many guises of delivery and returns fraud
One of the challenges of fighting this type of fraud is that there are 

multiple guises it can take. 

•  Wardrobing – Want to go to a party and wear that expensive dress 

or tuxedo? With this tactic, you don’t have to pay a penny to have 

that special outfit. Wardrobing is making a legitimate purchase 

with the intention of using the item and returning it for the full value. 

•  Delivery denial – “I never received my goods and want a refund!” 

But you did receive the goods. You didn’t have to sign for the 

parcel and so who knows whether the delivery driver did in fact 

leave it. Or, if you were to claim you never saw it, even though it is 

on your kitchen table, who’s to know?

•  Bait-and-switch – That 1 year guarantee seems to be timed 

perfectly to when something breaks, and it is only a couple of 

weeks outside that timeframe. Purchasing a working item and 

returning a damaged or defective identical item that was already 

owned, however, is still not a legitimate transaction.

•  Courier fraud – orders are intercepted and never received by 

the consumer. It is worth remembering that it is not always the 

end customer who is committing the fraud. Multiple people are 

involved in the supply of a product from retailer to customer and 

understanding if it is someone involved before reaching your 

customer is just as important.

The common theme here is that each of these tactics can result in 

the retailer losing a product and sale from it, therefore impacting 

profitability - but in many cases without recognising the underlying 

causes of this decreased profitability. 

Monitoring and addressing delivery and returns fraud
Retailers have been applying various methods to address 

this issue, with many being very manual and non-sustainable 

processes. Many have struggled with being able to track regular 

offenders and stop them before they attempt this type of fraud 

again. Many have also faced the challenge that some customers 

only show this behaviour once or twice.

A fraud team usually focuses on the actions of professional 

fraudsters. These are the criminal pros who attempt to steal on 

a large scale using automation and thousands of stolen payment 

cards. It makes sense to aim the artillery at big threats. Now, a 

different kind of smaller scale fraud scenario perpetrated by 

amateurs is gaining traction on the fraud battlefront. It’s called 

delivery and returns fraud.

The unknown challenge 
How many retailers really understand all the areas of shrinkage 

or loss in their business and quantify these losses accurately? 

Delivery and returns fraud, the act of defrauding a retailer via 

the returns process, is an increasing issue where fraudsters 

are exploiting supply chain processes. We are not talking false 

payment data here, but something a bit harder to detect. Akin to 

electronic shoplifting, an individual attempts one low-value fraud 

action, one retailer at a time. Some incidents involve fraud via a 

delivery channel, while others use variants of fraudulent returns. 

Sometimes customers come across this type of fraud by accident 

as they realise weaknesses in retailer processes, but because they 

see it as a small scale cost to a retailer, they do not perceive it to 

be fraud. Whether on a small scale, or something which becomes 

a customer habit, ultimately the customer is ending up with either 

product or refunds they should not have received. 

Historically, retailers have focused on chargeback losses. However, 

as retailers have brought this area of risk under control, either new 

areas of risk have become more visible, or the fraudsters have 

started to change their behavior. Delivery and returns fraud may 

seem small scale even to the retailer, but collectively the losses 

can add up quickly. Many businesses do not have the visibility 

of how big a problem this is becoming. According to the 2014 

National Retail Federation Return Fraud Survey, the industry 

was estimated to lose USD 10.9 billion in 2014 alone.

https://nrf.com/media/press-releases/retailers-estimate-holiday-return-fraud-will-cost-them-38-billion-according-nrf
https://nrf.com/media/press-releases/retailers-estimate-holiday-return-fraud-will-cost-them-38-billion-according-nrf
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About Catherine Tong: Catherine Tong is 
General Manager for Accertify in EMEA leading 
a team of fraud specialists, and partnering with 
companies from a variety of industries on their 
fraud management strategies as they enter and 
grow in new markets. Before joining Accertify, 
Catherine held various senior risk roles at 
retailer, Tesco and PwC. 

About Accertify: Accertify Inc., a wholly owned 
subsidiary of American Express, is a leading 
provider of fraud prevention, chargeback 
management and payment gateway solutions to 
merchant customers spanning diverse industries 
worldwide. Accertify’s suite of products and 
services, including machine learning, help 
ecommerce companies grow their business 
by driving down the total cost of fraud and 
protecting their brand. 

www.accertify.com

Catherine Tong
General Manager
Accertify

Accertify believes the key to reducing delivery and returns fraud 

is to target who is involved in the delivery or return of the product. 

Retailers can leverage our platform to analyse each consumer’s 

behaviour and identify out-of-pattern returns and other delivery 

anomalies.

Our multi-merchant database allows each participating retailer to 

benefit from collective knowledge about returns fraud and thereby 

try to limit its losses. Retailers learning from each other is invaluable, 

they can now use this tool to benefit from other participating 

customers who have already leveraged data associated with prior 

fraudulent deliveries and returns. 

Retailers are now able to manage a much broader set of risks in 

one place, improving efficiency for their business, whilst bringing on 

new ways to help protect themselves. They can still have different 

teams managing these different aspects of their business, but 

managing all the data and fraudulent behaviour in the same place 

enables them to be able to track changes in fraudster behaviour 

more easily and collaborate internally.

http://www.accertify.com
http://www.accertify.com
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Company Accertify
Accertify Inc., a wholly owned subsidiary of American Express, is a leading provider of fraud 
prevention, chargeback management, and payment gateway solutions to merchant customers 
spanning diverse industries worldwide. Accertify’s suite of products and services help ecommerce 
companies grow their business by driving down the total cost of fraud and protecting their brand. 

Website www.accertify.com

Keywords for online profile fraud, chargeback, payment gateway, risk, protect, loss, Accertify

Business model Software-as-a-service (SaaS)

Target market Online shoppers, financial institutions, payment services providers, online communities / web 
merchants, gaming & gambling, other online businesses

Contact emea@accertify.com

Geographical presence Global

Active since 2007

Service provider type Digital identity service provider, technology vendor, web fraud detection company, payment service 
provider (PSP)

Member of industry association 
and or initiatives

Merchant Risk Council, Direct Response Forum, Vendorcom, AMIPCI

Services

Unique selling points Accertify leverages its flexible platform to enable merchants to screen for multiple fraud use cases, 
including, but not limited to payment, loyalty, claims, staff and social media reputation. Our unique 
capabilities allow genuine customers to be efficiently removed from fraud processes, supporting 
merchant growth.

Core services Accertify’s core suite of services includes fraud management, chargeback management, and 
payment gateway.

Pricing Model For more details contact our sales team at emea@accertify.com.

Fraud prevention partners Accertify is integrated to multiple third party services which includes, but not limited to: Lexis 
Nexis, Whitepagespro, Experian, InAuth, iovation, Threat Metrix, Perseuss, emailage, Neustar, 
Maxmind, ebureau, Mastercard, Discover.

Other services Professional Fraud Services, Decision Sciences, Manual Review outsourcing 24/7, Support 
Services, Rule Management and improvement, Best Practice consulting,Training services.

Third party connection United Parcel Services (UPS) and FedEx to obtain proof of delivery signatures; eFax (inbound and 
outbound fax receipt).

Technology: anti-fraud detection tools available

Address verifications services Yes

CNP transactions Yes

Card Verification Value (CVV) Yes

Bin lookup Yes

Geo-location Checks Yes

Device Fingerprint Yes through integrated partners

Payer Authentication Yes

Velocity Rules – Purchase Limit 
Rules

Yes

White list/black list database: Yes

KYC – Know Your Customer Yes; complemented with integrated partners

Credit Rating No

Follow up action Additional authentication (out of band authentication) and transaction verification capabilities.

Other Profiling (dynamic summarization and aggregation)

www.accertify.com
mailto:emea%40accertify.com?subject=
mailto:emea%40accertify.com?subject=
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Authentication Context

Online Yes

Mobile Yes

ATM No

POS Yes

Call centre Yes

other Kiosk (unattended terminal)

Reference Data connectivity

Connectivity to governmental data No (unless provided via partner – for example Experian or Lexis Nexis)

Other databases BIN, Oanda, Global latitude/longitude, Accertify Risk ID (multi-merchant negative dB), Accertify 
Index (multi-merchant positive dB), Amex Risk Information Management dB

Fraud management system type

Single-channel fraud prevention 
system

Yes

Multi-channel fraud prevention 
system

Yes

Certification

Type PCIDSS Level 1, ISO 27001

Regulation For more details contact our sales team at emea@accertify.com.

Other quality programms For more details contact our sales team at emea@accertify.com.

Other remarks For more details contact our sales team at emea@accertify.com.

Clients

Main clients / references Marks and Spencer, British Airways, easyJet, Autotrader, Bazaarvoice, TUI

Future developments For more details contact our sales team at emea@accertify.com.

mailto:emea%40accertify.com?subject=
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