
Summary
The EU’s Second Payment Services Directive (PSD2) introduces new requirements about liability and 
cardholder authentication which will potentially impact online payments and the way that Merchants 
and Acquirers manage risk. These requirements are expected to take effect in September 2019, after 
which Issuers will be required to decline transactions that do not meet the new regulations. 

What is it and what does it cover?
PSD2 is an EU directive which sets requirements for firms that provide payment services. It includes new rules in relation to remote payments and online 
access to payment accounts across the European Economic Area (EEA). Any remote electronic payment that starts with a Merchant domiciled in the EEA 
and ends with an Issuer domiciled in the EEA is covered. It also includes new regulations about liability for payments and it places restrictions on the way 
that cardholders can authorise payments. The UK has indicated it will adopt PSD2 in its entirety regardless of the results of the Brexit negotiations.

Under PSD2, payment service providers must apply Strong Customer Authentication (SCA) in certain situations, including when a consumer initiates an 
electronic payment transaction, unless one of the specified Exemptions applies. Merchants cannot ignore these new rules and simply assume liability, as 
Issuers will decline transactions that don’t meet these conditions.

PSD2 stipulates that only authorised Payment Service Providers (PSPs) can perform SCA or implement an exemption. Both Issuers and Acquirers will be regulated 
as PSPs, but Processors, Merchants and Schemes will not be regulated as a PSP unless they assume the roles and responsibilities of a PSP.

Strong Customer Authentication
A separate document, the Regulatory Technical 
Requirements for SCA (RTS) , covers customer 
authentication, which is critical for online 
card payments. SCA is defined as two factor 
authentication using any two independent 
factors out of:

Knowledge – something you know,  
e.g. a password

Possession – something you possess,  
e.g. a mobile phone

Inherence – something you are,  
e.g. a biometric fingerprint. 

 
 
 
 
 
 
 

Behavioural biometrics, such as inferring 
an identity from online behaviour, is not 
prohibited as an inherence method but is 
unlikely to be acceptable to regulators until 
there is more evidence that it is a reliable 

factor. Issuers are also expected to perform 
transaction monitoring on every transaction 
in addition to applying SCA. Based on this risk 
analysis an Issuer may override any exemption 
and force Merchants to apply SCA.

Exemptions from Strong 
Customer Authentication
The requirements specify that the cardholder 
must be authenticated using SCA whenever 
they initiate an online card payment unless 
an exemption applies. The permissible 
exemptions for online card payments are:

Low value transaction, where the value 
of the individual transaction is less than 
€30, and no more than €100 has been 
spent cumulatively or no more than five 
transactions have been performed since 
the last time SCA was performed;

Trusted beneficiary exemption, where the 
cardholder has added the Merchant to a 
whitelist maintained at the Issuer; and 

Transaction risk analysis exemption, 
where an authorised PSP – either the 
payee PSP (e.g. the Acquirer) or the payer 
PSP (i.e. the Issuer) exempts the payment 
because they have measurably low rates 
of fraud. The maximum payment under 
this exemption is €500. 

Acquirers, as authorised PSPs, are allowed 
to implement the Transaction Risk Analysis 
exemption but in practice Issuers always 
have the right to request SCA even if an 
exemption is available, such as if they have 
reason to believe that there is something 
suspicious about the transaction. 

Although the RTS makes it clear that only 
authorised PSPs can implement these 
exemptions it leaves open the possibility of a 
Merchant opting to become an authorised PSP 
or being sub-contracted by a PSP to perform 
Transaction Risk Analysis on behalf of the PSP.

Liability under PSD2
Under PSD2, liability shifts to the party in the 
payment that does not support SCA. The RTS 
makes it clear that all transactions must either 
have SCA performed or be covered by an 
exemption. Although this is still being clarified 
it appears that if a transaction does not meet 
these requirements the Issuer is obliged either 
to decline the transaction or request that 
SCA is performed. As the Issuer can always 
decide that a step-up to SCA is required, any 
Merchant that cannot support SCA will face 
having transactions declined. 
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However, Merchants can request payments 
without SCA in the reasonable expectation that 
they will be covered under an exemption. Likely 
exemption scenarios are where they may know 
they have been whitelisted by the payer or 
where their Acquirer supports the Transaction 
Risk Analysis exemption. In these situations it 
would be rare for the Issuer to request an SCA 
step-up. Under these frictionless scenarios 
Merchants may be taking liability, although this 
still needs to be clarified.

Alternatively, a Merchant may be able to contract 
with an Acquirer to do their own Transaction Risk 
Analysis. Under PSD2 the Acquirer would then 
accept the liability, but this could be passed to 
the Merchant under an appropriate contractual 
agreement. Merchants will need to provide 
statistical data to Acquirers to allow the Acquirer 
to meet the reporting requirements of the RTS, 
and may lose their right to perform Transaction 
Risk Analysis if they do not meet Acquirer 
threshold requirements.

Merchant risk analysis under 
PSD2
There has been significant but so far 
unsuccessful lobbying to allow Merchants to 
accept liability and to perform their own risk 
analysis. As it stands Merchants will only be 
able to perform the Transaction Risk Analysis 
exemption themselves under direct contract 
with Acquirers.

However, Merchants can perform frictionless 
payments using low value, whitelisting or 
transaction risk analysis exemptions and should 
perform their own risk management to de-risk 
the transactions. Where Merchant risk analysis 
indicates that there is significant risk in the 
transaction Merchants should request SCA and 
pass the liability to the Issuer.

Even under the exemptions Merchants may 
occasionally find themselves asked to step-up to 
perform SCA and therefore should be capable of 
doing so if required. 

 

We believe that Merchants may see 
significant increases in SCA requests, with 
added customer friction and transaction 
abandonment unless they take early action. 
These actions include:

• Implementing 3-D Secure processes 
to ensure that they can meet the 
SCA requirements when step-up 
authentication is required for card 
payments;

• Working with their Acquirers to make 
sure that they are capable of meeting 
the transaction risk analysis exemption 
thresholds;

• Negotiating with Acquirers to agree the 
management and reporting processes to 
implement the Transaction Risk Analysis 
exemption themselves;

• Ensuring that they can manage the 
whitelisting process with the Issuer to 
take advantage of the trusted beneficiary 
exemption.

Properly managed we believe that Merchants 
will see only a small increase in cardholder 
authentication requests. Merchants that 
manage this process well will be at an 
advantage, as poorly implemented solutions  
will see a significant increase in SCA requests 
and transaction abandonment.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

We expect this process will look very similar 
to the situation which exists in the current 
market. There may be a slight overall 
reduction in chargebacks as any transaction 
that has undergone SCA is less likely to be 
disputed, but there is increased complexity 
when determining who is liable, including 
where a PSP has purportedly relied upon any 
of the exemptions. PSD2 does not specify this, 
so it will most likely be down to commercial 
agreements between the various parties. 

SCA for remote card payments
The current 3-D Secure methods are suitable 
for supporting PSD2 SCA. Where transactions 
are submitted to the Issuer without SCA and 
the Issuer requests a step-up then Acquirers 
and Merchants should expect transactions 
to be declined, with a request for SCA to be 
performed. This can be overlaid on the existing 
transaction flow without impacting the user 
experience.

The diagram below outlines how we expect 
this process to work, although the details 
of this are still be worked out by the card 
schemes. 
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Chargeback 
requirements under 
PSD2
PSD2 requires issuers to refund all 
unauthorised transactions except 
in cases where the cardholder is 
suspected of fraudulent behaviour. 
Where a refund has been made, 
the issuer may then pursue other 
entities in the payment chain 
for the funds if they are liable or 
negligent. 
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Final Considerations
It is critical to recognise that 3DS 2.0 is not a 
silver bullet for fraud prevention. In particular, 
from a card authorisation perspective, card 
issuers will treat transactions coming from a 
merchant which result in more fraud more 
harshly. 

One of the most commonly received decline 
codes from issuers is “do not honour” but 
merchants who do pre-auth fraud screening 
and only send “clean” transactions will see 
an increase in the percentage of transactions 
authorised. As we have described there are 
a number of exemptions that can be used 
to ensure SCA isn’t done on a transaction 
and having a strong fraud screening process 
will be critical, but this is no different to the 
ecommerce world before PSD2. 

Under Transactional Risk Analysis merchants 
will likely be expected to stay below the 
exemption thresholds for fraud by acquirers 
and/or issuers in order for the merchant’s 
transaction not to have SCA applied. Having 
a fraud platform that detects fraud, gives 
responses in real time and helps drive 
chargeback volumes down will ensures 
merchants have as many transactions 
following a path of least resistance to getting 
an authorisation.

 
 
 
 
 
 
 
 
 
 
 
 
 


