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ALTERNATIVE DATA SOURCES & FRAUD ASSESSMENT 

Merchants are ringing in 2015 with some apprehension about the impending arrival of EMV. 
While the liability shift in October has them busily preparing to install new card readers, 
train employees and help customers navigate a new system, they should also be asking 
themselves: Are we bolstering our anti-fraud strategy for CNP transactions? If implementing 
EMV in the U.S. looks anything like it did in the U.K. and other markets, we should expect a 
spike in CNP fraud. It makes sense: Fraudsters generally seek out the path of least resistance, 
so once in-person card fraud becomes more difficult, they will move to CNP transactions. 
Regrettably, this change is coming at a time when many companies’ anti-fraud budgets are 
holding steady, or even being reduced.

We all know how serious the effects of fraud can be. Chargebacks are just the tip of the 
iceberg. Long-term damage to a company’s brand and the loss of company loyalty, both when 
a customer’s data is hacked and when a legitimate order is cancelled on suspicion of fraud, 
are equally costly. One need only turn on the news to see how data hacks are playing out for 
some major merchants these days.

“There’s no silver bullet, but there are some best practices that can help you be more 
effective and efficient in preventing fraud,” says Clint Lowry, director of Global Product 
Management and Research at Accertify, a provider of fraud prevention, chargeback 
management and payment gateway solutions across a number of industries worldwide. 
Lowry emphasizes that an effective fraud prevention plan leverages the power of data from 
three sources: your own company, the community of other companies trying to prevent 
fraud, and third parties.

Three Sources of Data for Fraud Prevention

Before all else, merchants must learn to leverage their own internal data and experience, 
which requires organization and internal communication. This can be a daunting task 
when companies have multiple teams and departments working independently on different 
types of transactions across a variety of channels. Many merchants also operate in multiple 
countries and even within different industries and lines of business. 

“Each of these channels is collecting data,” Lowry explains, “but each is a very different 
scenario in terms of fraud prevention.” 

As a result, many companies have multiple fraud solutions across their different payment 
channels and lines of business, with each using a different model (e.g., real-time, rules-based 

PG 2



WHITE
PAPER

ALTERNATIVE DATA SOURCES & FRAUD ASSESSMENT
How Leveraging Data from Email Addresses Can Bolster Your Anti-fraud Efforts

or batch-processed) to suit their needs. This is not 
a bad thing per se, but it definitely complicates 
internal communications.

The challenge is to communicate the information 
collected by each team to the other teams in a 
way that is relevant to them. Lowry likens it to a 
puzzle where each team has a piece, but until they 
figure out how to put them together, they can’t see 
the big picture. And missing the big picture, he 
explains, leaves the company vulnerable to fraud. 

“Fraudsters will hop from one channel to another, 
finding the path of least resistance, and sometimes 
they’ll perpetrate fraud across channels, for 
example, submitting an order through a Website 
and then going in through a call center to modify 
that order, making their activity harder to track.”

Thus, developing a means to communicate data internally, in a relevant and timely fashion, 
is vital to fraud prevention. Accertify offers one solution that creates a central repository of 
data for the entire company. Their service allows each team to customize how they input and 
extract data from that repository, so they can see the elements of transactions company-wide 
that are relevant to their department’s fraud-prevention needs.

The Importance of Leveraging Third Parties

Merchants can be relatively successful using just in-house data to reduce fraud. Truly effective 
and comprehensive fraud prevention, however, often requires data beyond your own. Many 
fraudsters are sophisticated enough to make it virtually impossible to distinguish between a 
good and a bad order using only your own knowledge base. Lowry points to a second data 
source merchants would do well to leverage in preventing fraud: the community of other 
merchants trying to do the same thing. 

“Beyond learning from the data we collect across all the channels of our own company, 
couldn’t we learn so much more by pooling that with the data collected by others as well?” he 
says. 

Fraudsters will hop from one 

channel to another, finding the 

path of least resistance, and 

sometimes they’ll perpetrate 

fraud across channels, for 

example, submitting an order 

through a Website and then 

going in through a call center to 

modify that order, making their 

activity harder to track.
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Several vendors offer merchants programs allowing them to share their positive and negative 
experiences. Accertify’s opt-in program lets their clients see, securely and anonymously, if 
data from their current transaction have shown up in fraudulent transactions with another 
Accertify client, or conversely, if these data elements have shown up in good orders. Thus, 
this pooling of data can facilitate better fraud prevention and cut down on false positives and 
manual reviews.

How Email Address Scoring  
Can Bolster Anti-fraud Efforts 

Companies also can look to third-party data to 
help fight fraud. External data intelligence can 
help determine the risk of a transaction and lower 
the total cost of fraud by preventing fraudulent 
transactions and minimizing false positives. Third 
party solutions also enable companies to leverage 
expertise that is specialized. One such external data 
source that partners with Accertify is Emailage, 
a global email fraud-risk assessment and scoring 
solution.  Emailage assesses risk by utilizing a 
patent-pending machine learning algorithm that 
predicts the likelihood of an email address to be 
from a fraudster based on specific data patterns,  
user activity and probability.  Emailage also leverages its vast data network which has become 
the main global hub for transactions having an email address associated with them.

Amador Testa, Chief Product Officer for Emailage, stresses the value of assessing risk based 
on an email address: “Online transactions generally request customer data related to name, 
physical address, phone number, payment method and email address. Despite the importance 
of an email address, little has been to assess the credibility of a person’s email address, as 
compared to what has been done to verify other key personal data such as social security, 
name, phone number and physical address.”

Furthermore, Testa says, “Scrutinizing the email address gives a verification of the identity 
on a global scale which increases customer satisfaction by eliminating the need to collect 
additional sensitive and private data.” 

Here’s how it works: When a client sends a query through the system interface, Emailage 
analyzes relevant elements such as email handle, domain name, the tenure of the email. Even 
more important, Emailage checks against its own network for activities, good or bad, that will 
assist on the prediction of risk linked to that email address.

Despite the importance of 

an email address, little has 

been to assess the credibility 

of a person’s email address, 

as compared to what has 

been done to verify other key 

personal data such as social 

security, name, phone number 

and physical address.
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In addition, Emailage allows its customers to utilize numerous data conditions to customize 
the risk-scoring algorithm according to meet their internal policies. The company makes use 
of an enhanced machine learning algorithm to monitor emails being queried on their network 
with an unusually high frequency over a short period of time. This phenomenon, called 
velocity, is very telling because fraudsters often will use a stolen credit card account across 
multiple e-commerce sites as quickly as possible before fraud is detected. Emailage then 
runs the results from the analysis in conjunction with the attributes they captured through 
their risk score algorithm to calculate the risk that is assigned to the email address. All of 
this happens in real time in a matter of a few hundred milliseconds. As a result of the query, 
the system will return the score and all the relevant supporting data based on the customer 
requirements. The service is completely customizable.  Merchants are able to group fraud 
scores in different risk bands, score reasons or any email address attribute they collect to 
create distinct buckets that mirror their own internal processes. 

Testa notes Emailage is not a standalone security solution, rather, it is meant to be  
leveraged in conjunction with other fraud prevention solutions as part of a  
comprehensive security strategy. 
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Conclusion

Testa and Lowry agree that even the best fraud 

solution will still have some flaws, but both would 

remind merchants that if we know anything about 

fraudsters, it is that they tend to seek the path of 

least resistance. Ultimately, your company does not 

have to be invincible or rid the world of hackers; it 

simply has to outrun the other guy. 

Says Testa: “Fraudsters will keep testing your 

defenses looking for the paths with the least 

resistance and you cannot afford to be weakest 

link in your industry. Implementing effective and 

innovative fraud prevention solutions, like the 

one offered by Emailage, will ensure a multi-layer 

security approach making it harder for them to 

succeed.”

There’s no silver bullet, 

but there are some 

best practices that 

can help you be more 

effective and efficient in 

preventing fraud.

“
“
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About Accertify
Accertify is a wholly-owned subsidiary of American Express and a leading provider of fraud 
prevention, chargeback management, and payment gateway solutions to merchant customers 
spanning diverse industries worldwide.  Accertify’s suite of products and services help 
e-commerce companies grow their business by driving down the total cost of fraud, simplifying 
business processes, and ultimately increasing revenue. Complimenting these solutions, 
Accertify also offers a complete portfolio of support, professional, and managed services that 
empower merchants to focus on growing their business, rather than on the underlying risk 
management and payments technology. For more information visit www.accertify.com.

About CardNotPresent.com
CardNotPresent.com is an independent voice generating original news, information, 
education and inspiration for and about the companies and people operating in the card-not-
present space—one of the only sources of content focused solely on this growing segment 
of the payments industry. Our only product is information. Our only goal is to provide it 
in an unbiased manner to our subscribers. The company’s media platforms include the 
CardNotPresent.com portal, the hub for news, information and analysis about the payments 
issues that most affect merchants operating in the space; the CNP Report, an e-newsletter 
delivering that focused information directly to your email inbox twice a week with no 
extraneous clutter; the CNP Expo, an annual gathering of the leading companies in the 
space from the smallest e-commerce Websites and technology providers to global retailers 
and payment processors; and the CNP Awards, an annual event honoring the products and 
solutions CNP merchants rely on most to increase sales. For more information, visit www.
CardNotPresent.com.

About Emailage
Emailage is an award winning fraud prevention company listed on Forbes as one of the Most 
Promising Companies in America for 2015. We deliver the world’s most cutting edge email 
address risk scoring solution to assess digital entity risk in real time working with Fortune 500 
companies around the world. Evolving fraud schemes require a cutting edge approach for 
any transaction that involves email addresses, including Card Not Present environments. You 
can now predict fraud risk regardless of the geographic location or hardware used by your 
customers with simply the email address you receive for a CNP transaction. Use email address 
scoring as an initial screen or to complement existing fraud systems. For more information, 
visit www.emailage.com.

This document was produced as a joint effort between CardNotpresent.com, Accertify and Emailage.
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