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MANAGING CHARGEBACKS TO BOOST PROFIT
PROTECT YOUR BUSINESS TODAY

An Advisory Guide by Accertify & CardNotPresent.com

Who should read this guide:

Merchant fraud and chargeback team managers, risk analysts, compliance officers, and financial 
system managers who are looking for ways to reduce payment card fraud and efficiently manage 
chargebacks.

Advice offered about:
•  Gauging the economic value of minimizing chargeback fraud
•  Understanding a typical chargeback process
•  Implementing procedures to reduce chargeback losses
•  Effectively analyzing chargeback data to reduce future losses
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Minimize fraud and 
efficiently manage 
chargebacks to:

• Boost revenue

• Minimize operating    
expense

• Boost profitability

The Financial Burden of Chargebacks

A chargeback occurs when consumers contact their card-issuing 
bank to initiate a dispute for a purchase made on their card. 
Chargebacks arise for a variety of reasons but generally result from 
buyer’s remorse, dissatisfaction with a purchase, or a case of fraud. 
Chargebacks can be issued in both card-present and card-not-present 
(CNP) environments. But, card-network rules and the fact consumers 
don’t receive goods at the time of purchase (no signed sales draft) 
mean CNP transactions are more susceptible to them.

Most chargebacks result from two types of merchant fraud. One is deliberate fraud—when 
the cardholder does not participate in the transaction due to the unauthorized use of a lost 
or stolen payment card. The other—referred to as “friendly fraud”—is when a cardholder or 
someone the cardholder knows participates in the transaction, but the cardholder disputes 
the transaction (perhaps because a family member used a credit card without cardholder 
consent, they claim they lost their card or they did not receive an item) even though all the 
information on file confirms that they were the one who made the purchase. Whatever the 
cause, chargebacks reduce revenue, add administrative and operational costs, may cause you 
to incur penalties and could jeopardize your business’s ability to accept payment cards from 
customers.

According to a recent study commissioned by Accertify and conducted by Javelin, the actual 
transaction amount only accounts for 30% of the total losses from a chargeback. Labor costs 
constitute 32% of the net chargeback expenses, followed by chargeback and dispute fees 
(27%). Combined, these three items account for 89% of your chargeback cost as a merchant. 
Additionally, labor costs in processing the order and shipping fees also contribute to the true 
cost of chargebacks.

All of these costs are detrimental to profitability and perhaps even to the sustainability of 
many businesses. It’s true that chargebacks are a fact of life in card-not-present channels, 
but merchants can act in ways that significantly limit their exposure to chargebacks. First, 
however, let us describe typical steps for processing a chargeback. 
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 POST TRANSACTION/CHARGEBACK CYCLE:

CUSTOMER

MERCHANT

1. Customer contacts issuing bank to fi le 
chargeback (dispute)

2. Issuing bank creates chargeback, sends 
it to the merchant processor and debits the 
transaction amount from merchant account

3. Processor notifi es the merchant of the 
chargeback (including that account has been 
debited)

4. Merchant can fi le rebuttal (representment) 
in an attempt to regain the funds

5. Processor determines if representment 
meets requirements; if so, represents to issuer 
(funds may be returned to merchant)

6. Issuer reviews for reg compliance and 
forwards to customer the documentation 
provided by processor.

7. Issuer can (and often will) send a 2nd 
time chargeback/pre-arbitration if they do not 
agree with processor’s decision to reverse 
the decision/funds; this can only be reversed 
again if merchant selects to initiate arbitration 
process with card brands, which can be very 
costly

Issuing Bank

If using Chargeback pre-notifi cation 
service, merchant may be notifi ed 
within 1-2 days 

If 3DS was performed on transaction, merchant 
will not receive fraud related chargeback 5.If

yes

Processor makes decision if representment 
is suffi cient based on chargeback rules

4.
Processor

1.

2.

3.

6.
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Processing Chargebacks: Step-by-Step Guide for Merchants

When a cardholder contacts the issuer to dispute a charge, the bank 
files a chargeback dispute form with a code that most closely fits the 
reason the cardholder is disputing the charge. The most common 
chargeback reason codes include “services not rendered,” “item not 
as described” and “fraudulent transaction.” The issuer forwards 
the form to the merchant’s payment processing bank or directly to 
the card brand depending on the merchant’s payment procedures. 
The processor may check the merchant’s billing logs to verify no 
refund was processed for the charge and that the chargeback meets 
association regulations before passing the chargeback notice to the 
merchant. Typically, funds covering the disputed transaction are 
debited the same day the merchant is notified of the dispute. The lag 
between when a cardholder contacts their bank to dispute a charge 
and when the merchant receives notification can be anywhere from 
three to 30 days or more. If they want to dispute the chargeback and 
possibly reclaim the debited funds, merchants have 14 to 30 days to 
respond to their processor.  The exact amount of time a merchant gets 
is set by the processor ultimately.

Limiting the total 
cost of chargebacks

Beyond chargeback 
amounts, other 
costs of chargeback  
management are:

• Loss of valid orders       
caused by fraud 
prevention strategy

• Cost of fighting 
chargebacks, 

  including technology   
  and operations

• Administration, fees, 
  penalties
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Below are steps that merchants typically follow to research, record and respond to each 
chargeback claim.

1. Merchant receives notification of the chargeback through its online merchant 
account portal or sometimes via fax, email, or mail, depending on the 
processor. 

2. Merchant must match up limited information provided on chargeback with 
internal customer records to determine cardholder information, order and 
account history with the company.

3. Merchant researches the circumstances surrounding the order to determine if 
the chargeback is valid (usually when fraud is uncovered after the transaction 
or if the customer truly did not receive the item or service).

4. In the case of hostile fraud, the merchant will absorb the financial loss and 
should mark the order as “fraud” in its fraud system to prevent orders with 
similar identifiers from being processed by the fraudster in the future. If 
research shows the cardholder participated in the transaction, the merchant 
should gather supporting evidence, including the documentation required for 
the specific reason code to create “representment” documentation.

5. Merchant must provide required documentation in a succinct packet to its 
merchant processor by the deadline provided on the original chargeback 
document.

6. The merchant processor reviews the information provided, taking into 
consideration the requirements set by the associations, to determine if the 
merchant has provided the correct information to be represented to the 
issuing bank. If the processor finds the documentation to be satisfactory, the 
chargeback is reversed along with the debited funds to the merchant and 
the customer is once again responsible for the sale (though, the issuer or 
cardholder can still object). If the documentation is found to be unacceptable, 
the chargeback is successful, the process ends and the merchant loses the 
revenue.

Because these steps can consume enormous amounts of time and resources, especially for 
merchants with high volumes of both transactions and chargebacks, many merchants choose 
to work with a chargeback-management company, relying on their experienced resources 
and specialized expertise. In the aforementioned study, merchants utilizing a third-party 
chargeback-management company can yield higher returns. Among merchants using 
chargeback management systems, 73% see increases in labor efficiency and 84% see increases 
in dispute win rates. Improvements in win rates are especially dramatic: more than two-fifths 
of users (44%) were able to increase their win rate by 67% to 100%. 
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Minimizing the Effects of Deliberate Fraud

If deliberate fraud is involved, minimizing its effect is usually not so simple. Because this is 
fraud that was missed by your existing fraud systems and processes, it is important to learn 
what is being missed and how, in order to put proper failsafes in place to reduce overall fraud 
chargeback volume. Complete elimination of fraudulent chargebacks is unlikely. A balance 
must be found between accepting bad orders that look good and canceling good orders 
that look bad. Fraud rules that are too stringent may risk complicating otherwise smooth 
transactions by legitimate customers, which can cause them to cancel orders before they’re 
placed or for the consumer to abandon the order before submitting it. As a result, revenue 
and future sales from those customers may be lost. On the other hand, you cannot simply 
accept every order received without some level of verification. Some basic procedures that 
help limit fraud chargebacks include:

• Obtain authorization for the full amount of the sale.
• Utilize the fraud services offered by processing banks including AVS (Address 

Verification System) and CVV (Credit Verification Value), but do not rely solely 
on their responses to say the order is legitimate. Criminals know that you are 
most likely using these services and sometimes are able to provide data that 
will pass these checks. 

• Often you must access the entire order and perform additional checks to 
prevent fraud.

• Obtain signed proof of delivery if products are shipped to an address other 
then the AVS verified billing address.

• 3DS
The steps above will not eliminate your exposure to chargebacks caused by the seasoned 
criminal. A savvy fraudster understands these checks exist on most major Websites, so they 
try to blend in with your legitimate customers. To adequately mitigate your exposure to 
fraudulent chargebacks, you should deploy advanced transaction screening functionality and 
a comprehensive automated order review platform.

Also, transaction screening rules alone will not eliminate your exposure. Allowing rules to 
determine which orders you will accept or reject can result in the rejection of legitimate 
orders because they appear suspicious, or the acceptance of fraudulent orders because they 
appear legitimate. Unfortunately, some orders will require manual review and validation 
of customer-provided information to determine if the transaction was indeed authorized. 
To minimize the cost associated with this review process, it is imperative you deploy a 
consistent and highly automated review process that addresses a wide variety of transaction 
characteristics.
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Limiting Friendly Chargeback Fraud

Unlike deliberate fraud, friendly fraud is almost impossible to predict by looking at an 
individual order. Because the cardholder participates in the transaction and typically 
provides the correct order information, these transactions blend in with good orders. Similar 
to deliberate fraud, the business decisions different companies make may lead to different 
forms of friendly fraud. For some CNP companies, vague descriptors on customers’ credit 
card statements may result in a high number of “customer does not recognize transaction” 
chargebacks, while other merchants may have a larger issue with customers claiming they did 
not receive an item or were due a refund but were unable to contact customer service. 

For other business models, the majority of friendly fraud chargebacks will be due to buyer 
remorse, perhaps claiming their credit card was stolen to avoid paying for an order. And, 
sometimes the interaction between the cardholder and the issuing bank can lead to mis-
coded chargebacks as well. It is important to define what friendly fraud looks like at your 
business to create a successful strategy for reducing the kind most affecting you. The best way 
to reduce friendly fraud is to put policies and procedures in place that ensure clarity around 
the transaction and provide clear escalation paths for dissatisfaction so the cardholder feels 
they do not need to engage their card issuing bank. For those customers that still file friendly 
fraud chargebacks, some of the safeguards below will provide information giving merchants 
a better chance of winning these types of chargebacks. Companies can help reduce friendly 
fraud in several ways:

• To help prevent customers from not recognizing a charge, remind them 
about the purchase. On your order confirmation page and again in an e-mail 
confirmation, provide the customer with the name, phone number, e-mail 
address, etc., of your company as it will appear on their credit card statement 
so they will recognize your charge.

• Specify all terms and conditions clearly on your Website. This includes your 
return policy and cancellation policy, as well as any policy regarding a minor’s 
use of a parent’s credit card. Require customers to read the policy before 
completing their order. A “click-to-accept” process on your Website makes this 
easier and is required by most processors to have a better chance at reversing 
chargebacks.
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• For claims that the goods or services were not as described, use accurate 
company descriptions in your merchant account. Providing accurate product 
descriptions on your Website will help minimize bad purchasing decisions 
(and chargebacks).

• For claims that orders were returned or services were canceled, establish a 
clear and fair refund policy internally with customer service, keeping in mind 
that if a customer believes they are due a refund and does not receive one, 
they may contact their card issuer to file a chargeback. 

• When friendly fraud chargebacks are received, expedite chargeback 
processing. Respond to the chargeback as quickly as possible. A limited 
amount of time is available for resolving a chargeback in your favor. If you 
delay, you may miss your opportunity to reverse it.

• If you do not have the time to do this yourself, think about engaging a partner 
to do it for you.

 
Using Chargeback Data to Prevent Future Loss

While you may not be able to completely eliminate them, it is important that you leverage 
the information received in chargebacks as quickly as possible to minimize future losses. 
Fraud-related chargebacks are incurred when you fail to stop an order purchased with a 
compromised payment card. When fraudsters get past existing fraud-screening rules and are 
able to make purchases with fraudulent payment information, they will continue to exploit 
the vulnerability they found until it is closed. 

An analysis of data elements associated with fraud-related chargeback orders may help you 
to determine if there’s a need for new transaction screening rules. Or, you may find your 
transaction screening rules properly flagged the chargeback order, but your manual review 
process failed to spot the problem. A lot can be learned by analyzing the information in 
friendly fraud and customer-service related chargebacks as well, to help to ensure that the 
products and services provided by your company meet the expectations of your customers. 
Many friendly fraud chargebacks can be prevented through stronger customer service, clarity 
in communications with customers and streamlining internal processes. In either case, your 
fraud prevention and chargeback management team should be analyzing the chargeback 
information in a timely fashion to strengthen their processes and procedures, and to minimize 
future losses.
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Recommendations

As noted, chargebacks are a fact of life for merchants. You are unlikely to completely eradicate 
chargeback losses, but you can limit their occurrence and manage the chargeback process 
with more efficiency. The incentives are clear: more revenue, lower operating expenses, and 
more profitability. Many of the steps outlined above can be most effectively implemented with 
automation tools for fraud prevention and chargeback management.

Accertify® Chargeback Management automates and simplifies the chargeback management 
process to drive efficiency and improve cash flow. The service is implemented within 
Accertify’s Interceptas® Data Management Platform, which provides one of the leading 
portfolios of fraud, chargeback, and payment services solutions. Accertify Chargeback 
Management addresses the chargeback management process from review and analysis 
through representment and reporting. It takes the hassle out of managing chargebacks and 
helps merchants save time, boost revenue recovery, and identify proactive ways to mitigate 
future chargeback occurrences.

We invite you to learn more about Accertify Chargeback Management. For more information, 
please contact your Accertify sales representative or download the datasheet at
http://www.accertify.com/solutions/chargeback-management/. 
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About Accertify
Accertify, Inc., a wholly owned subsidiary of American Express, is a leading provider 

of fraud prevention, chargeback management, and payment gateway solutions to 

merchant customers spanning diverse industries worldwide. Accertify’s suite of 

products and services help e-commerce companies grow their business by driving 

down the total cost of fraud, simplifying business processes, and ultimately increasing 

revenue. To complement these solutions, Accertify also offers its customers a best-

in-breed portfolio of support, professional, and managed services that empower 

companies to focus on growing their business, rather than on the underlying 

technology of their e-commerce systems. To learn more, visit www.accertify.com.

About CardNotPresent.com
CardNotPresent.com, part of the RELX Group, is an independent voice generating original 

news, information, education and inspiration for and about the companies and people 

operating in the card-not-present space—one of the only sources of content focused solely 

on this growing segment of the payments industry. Our only product is information. Our 

only goal is to provide it in an unbiased manner to our subscribers. The company’s media 

platforms include the CardNotPresent.com portal, the hub for news, information and 

analysis about the payments issues that most affect merchants operating in the space; the 

CNP Report, an e-newsletter delivering that focused information directly to your email 

inbox twice a week with no extraneous clutter; the CNP Expo, an annual gathering of the 

leading companies in the space from the smallest e-commerce Websites and technology 

providers to global retailers and payment processors; and the CNP Awards, an annual 

event honoring the products and solutions CNP merchants rely on most to increase sales. 

For more information, visit www.CardNotPresent.com.

This document was produced as a joint effort between CardNotpresent.com and Accertify.

© Copyright 2016 CardNotPresent.com®
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