
CASE STUDY

In 2008, as featured in LP Magazine, retail 
losses due to online credit card fraud reached 
a record $4 billion in the U.S. and Canada, 
according to CyberSource Corp. It’s a staggering 
number that’s been rising by double-digit 
percentages annually as the web continues to 
be a fast-growing channel for retailers. 

Merchants that accept purchases via the 
Internet or telephone face a unique challenge 
known in the industry as “card-not-present” or 
CNP fraud. This term refers to all credit card 
transactions made from a remote location. 
There is no credit card or customer signature 
physically present for the retailer’s inspection. 
These transactions are riskier than in-store 
transactions in which the customer hands the 
credit card to the merchant as a Point-of-Sale 
terminal. 

Fraud is more common in CNP purchases 
because of the anonymous nature of the 
transaction. Most industry losses are significant 
because the merchant bears the full, financial 
responsibility for this type of fraud, including 
the value of the merchandise and penalties 
charged by card companies and card-issuing 
banks. 

Several years ago, I became the Contact Center 
Support Manager for Urban Outfitters Inc., a 
leading apparel and lifestyle retailer targeting 
young adults. When the Philadelphia-based 
company opened a new distribution center and 
customer contact center in Edgefield County, 
South Carolina, I became responsible for back 
office order-processing, gift card fulfillment 
and fraud prevention. While I had previous 
experience managing a large call center, the 
area of credit card fraud — and how to prevent 
it — was largely a new challenge for me. 

Our company’s retailing segment consists 
of our Urban Outfitters, Anthropologie, Free 
People and Terrain brands, whose merchandise 
is sold directly to customers through stores, 
catalogs, call centers and web sites. Catalog and 

web marketing have been key elements of our 
strategy to increase reputation and recognition 
of the Urban Outfitters brand with target 
customers. The brand has a strong appeal to 
young adults and teens.

As I delved into the issue of fraud prevention, I 
quickly learned that there is a thriving,  
underground economy of web-savvy criminals 
who are knowledgeable about CNP fraud and 
how to exploit merchant vulnerabilities for 
personal gain.  

The unfortunate reality is that criminals are 
stealing consumers’ credit card information 
— either in the physical world or via online 
phishing attacks — and selling it on the 
Internet. 

Sophisticated fraudsters, who are increasingly 
well-organized and working frequently from 
outside the U.S., obtain the card number and 
security code data to buy popular merchandise 
over the web and then resell it for profit. 
Perhaps less sinister, but just as problematic, 
are family members using credit cards to make 
unauthorized purchases. CNP fraud involves 
nameless, faceless crimes that are difficult to 
trace and prosecute. 

Fraudsters steal consumer identities and 
operate in rings to cover their tracks. They 
are adept at evolving their schemes to elude 
merchant controls and are constantly looking 
for ways to remain under the radar. For 
instance, many merchants review orders that 
request express shipping because many such 
orders have been linked to fraud. Knowing this, 
a fraudster might request standard shipping 
on a purchase then call customer service a day 
later complaining that the order was processed 
incorrectly. Without proper prevention 
techniques, the fraudster gets overnight 
delivery of the package without tripping 
merchant fraud alerts. 

My goal was to reduce fraud losses by  
strengthening Urban Outfitters’ fraud-fighting 
efforts. To accomplish this, we took a number 
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of steps that began with a study of our fraud 
risks and involved a tightening of our anti-fraud 
controls and procedures. We also partnered 
with Accertify, a company specializing in 
preventing CNP fraud, to help us apply a 
more sophisticated approach to intercepting 
fraudulent orders quickly so they can be 
cancelled before fulfillment.

The first step to prevent fraud is looking at 
a company’s chargebacks, a frequently cited 
metric for online payment fraud. Chargebacks 
are a sale reversal that occurs when a customer 
claims their credit card was charged for a 
purchase they didn’t make. The typical practice 
for many retailers is to supply information 
requested by the card issuer and to write off 
the loss as bad debt. 

But it’s important to adopt measures for  
reducing chargebacks because they are costly 
and eat away at a retailer’s bottom line. The 
retailer loses the full value of the merchandise 
and the mark-up, and also incurs a chargeback 
penalty from the card-issuer. A company with 
a high rate of chargebacks risks heavy fines or 
being dropped by card-issuers. 

There are two things that retailers can do to 
try and minimize these losses. The first is to 
dispute chargebacks in an effort to reverse 
them. 

This isn’t easy, as the burden is on the merchant 
to prove that the merchandise was received by 
the card-holder, but you are likely to succeed 
in reversing a certain percentage of them, 
which will save your company money. The 
second, and most effective thing you can do, 
is to prevent chargebacks before they happen, 
which means identifying incoming fraudulent 
orders and cancelling them before the orders 
are fulfilled. 

Many retailers have automated order-screening 
systems for exactly this purpose. When I arrived 
at the new Contact Center, Urban Outfitters’ 
fraud prevention program included basic 
fraud controls that were a part of the software 
application used for our order management 
system. The controls were rudimentary but 
allowed us to set thresholds for screening 
incoming orders based on characteristics that 
are associated with fraud. 

For example, if an order exceeds a certain dollar 
amount, or if the billing and shipping addresses 
don’t match, the order is flagged as potentially 
fraudulent and placed into a “review queue” 
in our order management system for further 
inspection by a fraud analyst. We also maintain 

a “negative file” of order data, such as email 
addresses and physical addresses associated 
with past fraudulent orders. New orders 
involving any of these negative data elements 
are also queued for an analyst’s review. In 
addition, we monitor for order velocity -- 
customers placing similar orders in succession 
over a short period – another hallmark of 
fraudster activity.

We decided to perform a detailed analysis 
of our chargebacks on a historical basis to 
determine what kind of fraud was slipping 
through and how we could improve our 
controls. For Urban Outfitters, completing this 
financial analysis allowed us to look in-depth 
at our chargeback data which in turn yielded 
valuable information about the nature of our 
fraudulent transactions. We quantified the 
average dollar amount of fraudulent orders 
and saw how that compared to legitimate 
orders, we then were able to identify what types 
of merchandise and shipping options were 
involved, as well as the geography of fraudulent 
order shipments. This type of data enables us to 
fine-tune our fraud controls based on fraudster 
behavior.

The chargeback analysis showed that we 
would catch more fraud if we adjusted our 
thresholds. But this raised a thorny issue. Our 
controls, such as comparing shipping and 
billing addresses, are based on reasonable 
“red flags” for fraud. But by no means do they 
indicate a certainty of fraud. There are always 
cases of “false positives” that get flagged. After 
all, for example, many good customers have 
purchases shipped to their work addresses or 
have gifts shipped directly to friends or family. 
Such orders typically involve different billing 
and shipping addresses.

Our Brand Management division was 
understandably concerned about the impact of 
higher fraud thresholds on our customers and 
on our retail business. Tightening the controls 
will catch more fraud but also many “good” 
customer orders would be flagged as suspicious 
and funneled into the review queue along with 
fraudulent orders. We didn’t want to see good 
orders cancelled or get caught in the net, where 
processing could be delayed.

Our fraud resources would also be challenged 
by the increased volume of suspect orders 
requiring manual review. Even with a significant 
increase in our fraud analyst staffing, it would 
have been difficult to look at every order caught 
in our net. The review process holds up order 
processing while analysts contact the customer 

to verify that the purchase is authorized. We 
certainly didn’t want to cancel legitimate orders 
or negatively impact our customer experience. 

The chargeback analysis helped us make the 
case that thresholds needed to be changed. 
But we still had to find a way to tighten the 
controls while maintaining Urban Outfitters’ 
high standard of customer service, which is 
an important element of our brand. Retailers 
can’t risk holding up an order for two days or 
more while analysts manually worked through 
transactions trying to validate good orders and 
cancel the bad ones. 

The majority of today’s customers buying online 
expect their merchandise to be shipped in 24 
hours or they’ll pursue other available options. 

Another, related challenge in fraud prevention 
is keeping on top of a constantly shifting fraud 
landscape. Fraudsters are always evolving their 
tactics. They know how to test a merchant’s 
system to find where the thresholds are set in 
an attempt to elude detection. Also, our fraud 
risks are impacted when new items are added 
to our assortment. Naturally, our merchandise 
is always changing in an effort to meet 
customer desires. It’s not always easy to predict 
what items will prove popular with criminals. 
One item that unexpectedly turned out to be 
a fraud target was a men’s belt. While Urban 
Outfitters sells thousands of belts, one specific 
belt became a target and we were able to focus 
efforts on the order activity surrounding that 
specific belt. 

Staying abreast of these changes means  
constantly evaluating and adjusting automated 
fraud controls. It also requires excellent data 
monitoring and analysis. These procedures 
typically take time and place a burden on your 
chargeback processing resources as well as on 
your IT department. 

These concerns and challenges recently led us 
to seek a better approach to reduce fraud. Our 
goals were a tall order. We needed to tighten 
our fraud screening controls without flooding 
our review bucket with legitimate orders. We 
wanted to accelerate order-processing for 
good customers. We needed to keep analysts 
focused on fraud, speed up the manual review 
process and increase the accuracy of analysts’ 
decision-making. We also needed more 
flexibility to modify our controls on a daily basis 
so we could react quickly to new fraud schemes 
and targets. The solution needed to provide the 
ability to track potentially fraudulent activity by 
merchandise level based on the item, size, color 
and SKU level. 
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We spent several months reviewing the leading 
fraud prevention solutions on the market, 
which use various technologies to evaluate 
orders. We involved finance and IT departments 
in the process because they were all impacted 
by our new fraud objectives. 

After much consideration, we chose Accertify 
as our partner because its Interceptas® Data 
Management Platform is the easiest to use, is 
flexible, and offers a complete array of fraud-
fighting features and functionality. Interceptas 
provides us with a more sophisticated filtering 
system to catch more fraud while moving 
legitimate orders to fulfillment without 
interruption. Its workbench platform can be 
easily customized and provides more control 
over our fraud prevention efforts. It allows us to 
pick and choose the tools that work best for our 
fraud-fighting needs and easily roll them into 
our workbench without the need for additional 
implementations.

Because it displays transaction information 
on a single screen, Interceptas eliminates the 
need to review multiple systems or resources 
allowing for faster manual reviews. Its user 
interface is very easy for analysts to use and 
interpret. It also monitors the fraud team’s 
productivity and provides details on what 
actions each member of the fraud team has 
done to make a decision on an order. Another 
unique advantage to Interceptas is its flexible 
data management capabilities, which enable us 
to monitor all types of fraud, including return 
fraud, and cut out hours of work in report 
preparation. New chargebacks can be entered 
into the closed-loop system in real-time, so we 
can quickly adjust our fraud controls based on 
what we learn from chargeback patterns. 

To date, our efforts have resulted in a 65 
percent reduction in chargebacks at Urban 
Outfitters. With Interceptas in place, we’re 
looking forward to making further progress 
in reducing fraud losses as we continue to 
improve our controls, gain more accuracy and 
stay a step ahead of fraudsters. It will also 

make a significant improvement for our best 
customers, by streamlining the processing of 
their orders. 

I hope that my sharing these experiences 
will help other retailers build a better fraud 
prevention program. In closing, I’d like to offer 
some recommendations and best practices that 
can help you reduce chargebacks and cut your 
overall fraud-related losses: 

  Completely eliminating CNP fraud isn’t a cost-
effective strategy. A good fraud prevention 
program should be designed to minimize your 
company’s exposure while allowing legitimate 
customers to purchase with ease. 

Analyze your chargeback data, historically 
and on an ongoing basis. Analyzing the 
data elements associated with fraudulent 
chargeback orders will help you determine 
if your fraud controls or procedures need 
tightening. 

  Challenge your chargebacks. Many merchants 
that do so seemingly recover, on average, more 
than one-quarter of their fraud chargebacks. 

  Today’s order-screening systems have become 
more sophisticated. Choose one that can detect 
more complex fraud patterns while allowing 
you to give more “weight” to certain rules and 
scoring to calculate the overall risk of each 
transaction. 

Create “negative” files for checking orders based 
on rejected transactions and fraudulent orders 
that resulted in chargebacks, keeping them 
updated automatically. Also create “positive” 
files from data in your customer records so you 
won’t delay orders from legitimate customers 
when their buying habits innocently make them 
appear risky. 

  Your fraud solution should be designed to 
permit non-technical users and fraud managers 
to modify your controls and deploy new ones. 

A comprehensive fraud solution should 
automatically sort, rank and prioritize suspect 
orders so analysts can stay focused on the 

riskiest orders and orders that need to be 
shipped quickly.

Automate your review process to the fullest 
extent possible.

  Use multiple tools to identify fraud. A fraudster 
that successfully bypasses the address 
verification service (AVS) or card-verification-
number (CVN) may trigger a check and be 
caught by device identification, identity 
verification or geo-location technologies. 

Your fraud solution should readily 
accommodate plug-in of new tools and 3rd 
party technologies, permitting you to respond 
in real-time to new fraud schemes. 

Fighting payment fraud is increasingly 
important as e-commerce sales continue in 
a growth mode. In fact, many experts are 
predicting that the current economy will result 
in even more fraud attempts and chargebacks, 
putting added pressure on retailers to keep 
fraud in check. You always have to be vigilant. 
However, there is no single technology – no 
silver bullet – that will detect fraud and keep 
your online payments secure. The best course 
of action is to adopt a program that integrates 
all the elements of your prevention efforts, 
utilizes a combination of fraud-fighting tactics 
and filters, and leverages automation to the 
fullest possible extent. Your particular fraud 
controls and thresholds will depend on the 
nature of your business, merchandise and your 
customers’ buying habits. No matter what size 
your company is, or what you’re selling, you 
are likely to reduce your fraud losses through 
the deployment of a more comprehensive 
prevention approach.
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